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Contributions

- Overview of Ul-related issues on Android (main attack vectors, design issues)

- Evaluation of current research (2014-2020) and current device protections against Ul
attacks

- Classification of systemic weaknesses and future research directions
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Background




- Android is based on Linux
- Apps have unique UIDs

- Apps are sandboxed:

- Linux process isolation
- File system permissions (rwx etc)
= An app can not access data or
processes of other apps (same for Ul)
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https://unsplash.com/photos/59JtBNjDaCU

Android Ul

System Apps

Dialer Email Calendar Camera

Java API Framework

Managers

. . . Content Providers
No interaction? Booooooring! ncwy | Location

View System Resource  Telephony Window

Package Notification

Solution: Inter Process
Communication

- Window Manager = Linux Krnel
Drivers

- Activity Manager

Binder (IPC) Display

- View System
- Binder

Keypad Bluetooth Camera

Shared Memory
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https://developer.android.com/guide/platform

ARM TrustZone

Trusted Execution Environment

(T E E) Normal World Secure World
Goal: give security guarantees for mo ( Clenpptcatons | | [ Tutedpptaions |
specific applications | — ) — ]
- Even if OS compromised
- Even if hardware compromised B2 Fvpenvser
Main mechanisms: s E——

- Hardware isolation of software
TrustZone Architecture

- Encryption
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Issues




Issues & Defenses

- I01.
- 102.
- 103.
- I04.
- I05.
- 106.

Missing indicators

Unprivileged access to overlays
Overlays covering information
Apps can hijack the window stack
Lack of alternatives

Highly privileged system access
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- DO1.
- DO2.
- DO3.
- DO4.
- DO5.
- DO6.
- DO7.
- DO8.
- DO9.
- D10.
- D11.
- D12.
- D13.

Touch Filtering

Limiting overlay priority
Additional indicators

Hiding overlays for critical dialogs
Secure system dialogs
Overlay detection
Clickjacking detection

App hijacking detection

Ul Sandboxing

Ul as a trusted app

Single trusted Ul components
Dedicated LED indicator

Physical separation 6



Issues Classification

Overlays / Context Hiding Ul control

clickjacking, DoS, deception (full) takeover, privacy leak

I01. Missing indicators I05. Lack of alternatives
I02. Unprivileged access to overlays I06. Highly privileged system
I103. Overlays covering information access

I04. Apps can hijack the window stack
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Issues Classification

SHeowu

Add card

Enter details about the credit card
you want to use with Google Wallet.

VisA @2 [ e 835

Overlays / Context Hiding
clickjacking, DoS, deception

‘Card number

I01. Missing indicators
I02. Unprivileged access to overlays
I103. Overlays covering information
I04. Apps can hijack the window stack

Banking Trojan “Acecard” [source]
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https://securelist.com/the-evolution-of-acecard/73777/

Issues Classification

Allow ClickerService to have full
control of your device?
Full control is appropriate for apps that help

you with accessibility needs, but not for
most apps.

Example of accessibility service
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I06.

Ul control
(full) takeover, privacy leak

I05. Lack of alternatives
Highly privileged system access



Defenses




Defenses

Implemented in Android Kernel and OS-based
- DO1. Touch Filtering - DO6. Overlay detection
- DO2. Limiting overlay priority - DO7. Clickjacking detection
- DO3. Additional indicators - DO8. App hijacking detection
- DO4. Hiding overlays for critical dialogs - DO9. Ul Sandboxing

- DO5. Secure system dialogs

TEE-based
- D10. Ul as a trusted app
- D11. Single trusted Ul components
- D12. Dedicated LED indicator
- (D13. Physical separation)
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Secure system dialogs

Protected Confirmation
- Hardware-protected user interface

- Two parts residing in TEE

- Keymaster: for generating keys
- ConfirmationUl: generates cryptographic
statement
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Double-press power to confirm

Q

Android Protected Confirmation

You are going to transfer 4200 EUR to IBAN
DE16533700240123456701

Source: AOSP (CC BY 4.0)

1


https://source.android.com/security/protected-confirmation

Overlay detection

[ ] d 2:43

OverlayDetection

Email

Password (optiqgal)

B Window Punching
s'°"-f - App hardening measure
. - Used to detect overlays in combination with
] .40 306 Touch Filtering
 Overaeector - App manually simulates touches on the screen

- to detect overlay.

® PassWord (st&aliry) *

" SIGNINDRREGISTER * " *
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Physical separation

SRR

Mobile
0s
Concel >
Android Protected Confirmation
. You are going to transfer 4200 EUR to 1BAN
Main DE16533700240123456701
CPU

Secure
CPU

Android Protected Confirmation uses Titan-M
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Physical separation

/ > \

—>

‘ ’ Mobile
os

3 Main
CPU

T } TouchID
v

|

.

Apple iPhone
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Touch ID for "1Password”
Unlock 1Password

Cancel

TouchID prompt [source]
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https://support.1password.com/touch-id-ios/

Conclusion



Overlays / Context Hiding Ul control
Description clickjacking, DoS, deception | (full) takeover, privacy leak
Issue(s) I01-1I04 I05-106
Defenses DO1 - D04, DO6 - DO8 D05, D09 - D11
Threat model USR 0S

Overview of issues in research, suggested defenses and assumed threat model
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Shortcomings:

- Almost no consideration for the end user
- Shift from pure 0S-level measures to HW-supported and TEE-based
- Shift to co-processors does not improve security by itself
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Thanks for watching

Paper is Open Access
Download this presentation: https://d4vi.de/sok-trusted-ui-presentation

Download the paper: https://d4vi.de/sok-trusted-ui

The paper and this presentation are licensed under a Creative Commons Attribution
International 4.0 License.

©®
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